
CHAPTER 9 - SECURITY AND PRIVACY

9.1 How LightDrive Protects Your
Account
LightDrive protects accounts with encrypted HTTPS connections, password controls, optional
passkeys and two-factor methods, separately revocable Vault app passwords and Mail client
passwords, active-session review, recovery-email verification, and coordinated account-status
enforcement.

Security also depends on your choices. Use a unique password, enable a passkey or
authenticator app, store backup codes outside LightDrive, protect connected devices with a
screen lock, and revoke sessions, Vault app passwords, or Mail client passwords you do not
recognize.

LightDrive cannot make a deliberately shared public link private after another person has
copied its contents. Review shares, connected apps, and account notices as part of routine
security maintenance.
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