
CHAPTER 9 - SECURITY AND PRIVACY

9.3 Two-Factor Authentication
Two-factor authentication requires a second confirmation after the password.

Open Settings → Security. LightDrive offers:

Authenticator app — time-based codes that work offline and provide the best general-
purpose 2FA option.
Mobile app approval — approve requests in the official Nextcloud mobile app.
Email verification codes — receive a one-time code at the verified recovery address.

Page 1 of 3



Page 2 of 3



Security settings list the sign-in and two-factor methods available for the account.

Add at least one method, test it in a separate private browser window, and generate backup
codes. Do not remove the last working method until its replacement has been tested.

Current online article: https://help.lightdrive.one/security-and-privacy/two-factor-authentication
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